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 In the era of rapid technological development, Information Technology (IT) plays a critical 

role in the operational aspects of companies/organizations, including educational institutions 
like Telkom University. The proper implementation of IT can enhance system efficiency and 

integration within an institution. IT Governance aims to ensure that the measurement of 

effectiveness and efficiency within an agency aligns with its strategic goals. Telkom 

University, especially the Faculty of Industrial Engineering, is one of the educational 
institutions focusing on the development of Information Technology to ensure that the 

information systems and technologies used in academic activities are effective. COBIT 2019 

is a framework developed by ISACA to organize and implement strategies in information 

management and governance with international standards. In this analysis, the focus is on the 
APO12 domain of COBIT 2019, which plays a role in IT risk management. The Faculty of 

Industrial Engineering also requires standardization with LAM-INFOKOM, an accreditation 

body that establishes standards for risk management in informatics and computer science. This 

research aims to map the standards of LAM-INFOKOM and COBIT 2019 to determine the 
capability level of Risk Management. Additionally, it aims to provide recommendations for 

potential improvements in three aspects: people, process, and technology. The expected 

outcome of this research is to enhance risk management at the Faculty of Industrial 

Engineering, Telkom University, to align with LAM-INFOKOM standards and the 
institution's vision and mission. The results of the IT Risk Management analysis using the 

COBIT 2019 framework can also serve as a structured approach for other universities in 

improving IT Governance. 
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1. INTRODUCTION 

 

In the current era of rapid technological advancement, Information Technology (IT) plays a crucial role in the operational 

aspects of various companies and organizations, including educational institutions. Proper utilization of IT can significantly enhance 

efficiency and system integration within an institution, thereby improving overall operations. IT Governance is aimed at ensuring 

that the measurement of effectiveness and efficiency within an institution aligns with its strategic objectives [1]. Implemented 

across various entities, including universities, IT Governance encompasses a broader scope, focusing on performance and the 

transformation of technology to meet current and future needs [2].Thus, IT Governance within an institution can optimize IT usage 

to mitigate risks and security vulnerabilities. 

Higher education institutions are among the sectors that emphasize mastery of Information Technology. Telkom University, a 

private university located in Bandung, Indonesia, has been focusing on the development of IT since its establishment in 1984 as 

Sekolah Tinggi Teknik Telekomunikasi (STTT) Telkom, before becoming an independent university in 2013. Telkom University 

is accredited as Excellent and offers 8 Vocational Programs, 25 Undergraduate Programs, and 11 Postgraduate Programs, all 

accredited by BAN-PT and international bodies. The university provides superior facilities for online learning, including the Faculty 

of Industrial Engineering (FRI). The Faculty of Industrial Engineering (FRI) at Telkom University, offering Bachelor's and Master's 

Programs in Industrial Engineering, Information Systems, and Logistic Engineering, records 3544 students with 135 lecturers and 

over 30 laboratories. Effective IT Governance is essential for academic activities to ensure information systems and technology are 

effectively utilized. However, the application of IT Governance can introduce various risks, such as information security risks. 

Hence, IT Risk Management is crucial for FRI to identify, analyze, and assess risks associated with IT usage, minimizing potential 

impacts on the faculty.IT Risk Management is a solution for managing risks in Information Technology (Mohammad, 2020). Risk 

Management involves evaluating and predicting risks, including identifying procedures to minimize impacts (Mohammad, 2020). 
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Applying IT Governance for risk management helps FRI align with LAM-INFOKOM standards, using the international standard 

IT framework COBIT 2019.

COBIT (Control Objectives for Information and Related Technology) is a framework released by the IT Governance Institute 

(ITGI) and used internationally [3]. Developed by ISACA, COBIT serves as a framework for developing, organizing, and 

implementing information management and governance strategies [4]. This research analyzes IT Risk Management using the 

COBIT 2019 framework, specifically the APO12 domain, which plays a crucial role in IT risk management [5]. FRI needs to 

standardize with LAM-INFOKOM, an accreditation body initiated by the Association of Higher Education in Informatics and 

Computer Science (APTIKOM), Association for Information Systems Indonesia (AISINDO), and Indonesian Computer Electronics 

and Instrumentation Support Society (INDOCEISS). LAM-INFOKOM is responsible for managing and evaluating the accreditation 

process in informatics and computer science fields. Standardizing with LAM-INFOKOM ensures that FRI's risk management aligns 

with its standards [6]. FRI implements various information systems to facilitate academic activities, necessitating IT Risk 

Management standardization according to LAM-INFOKOM criteria using the COBIT 2019 framework. This research aims to 

enhance risk management at FRI, Telkom University, ensuring alignment with its vision and mission. Thus, an analysis of IT Risk 

Management in Telkom University's academic processes is required, in accordance with LAM-INFOKOM criteria. 

 

 

2. LITERATURE REVIEW 
 

2.1 LAM-INFOKOM 

LAM INFOKOM, the Independent Accreditation Agency for Informatics and Computer Science, plays a pivotal role in 

accrediting informatics and computer science study programs, ensuring they meet national and international higher education 

standards [6]. With the mission to foster a quality culture in higher education, LAM INFOKOM sets a vision to be recognized as a 

credible and accountable body for continuous quality assurance in these fields. Its objectives include developing accreditation 

policies and procedures, conducting timely accreditations, assessing compliance with national education standards, and 

transparently publishing accreditation outcomes. Guided by national regulations and standards, including the National Standards 

of Higher Education (SNPT) and various BAN-PT regulations, LAM INFOKOM aims to align study programs with the Indonesian 

National Qualifications Framework (KKNI) [7], ensuring relevance and quality in the ever-evolving educational landscape. 

 

2.2 IT Governance 

IT Governance is a critical process within companies aimed at managing IT investment decisions to meet current and future 

needs and achieve organizational goals [8]. It requires the support of stakeholders to ensure the development and implementation 

of IT systems are on budget, timely, and of high quality. Effective IT Governance facilitates monitoring and evaluating the 

performance of implemented IT, thereby optimizing risk management related to Information Technology [9]. The process serves 

to ensure organizational objectives are met by evaluating stakeholders, providing direction, and offering solutions based on 

evaluations. Proper implementation of IT Governance enables organizations to realize benefits, optimize risk management, and 

efficiently use resources [10]. 

 

2.3 Comparison of IT Governance Frameworks 

The IT Governance Framework plays a crucial role in the management of IT Governance within companies/organizations, 

facilitating the implementation of IT to achieve organizational goals. It elevates the value of information technology and aids in 

risk management during IT deployment. A precise framework is essential for IT Governance management in organizations, serving 

as a benchmark for generating improved recommendations [11]. Common IT frameworks include COBIT, ITIL, and ISO/IEC 

20000, each with its unique focus but sharing the common goal of simplifying IT operational efficiency. COBIT (Control Objectives 

for Information and Related Technologies) focuses on the governance and management of information and technology, 

differentiating between governance and management and defining components crucial for supporting governance including 

processes, organizational structures, policies, and procedures [12]. ITIL is centered on IT service management, offering a collection 

of concepts and practices for customer service without addressing the alignment of corporate and IT strategies[13]. ISO/IEC 38500 

provides guidance for organizations on applying governance in IT management processes to encourage the effective use of IT 

[14].These frameworks collectively contribute to the strategic alignment, risk management, and enhancement of IT value within 

organizations. 

 

2.4 COBIT 2019 

COBIT, an acronym for Control Objectives for Information and Related Technology, is an IT governance standard or best 

practice audit framework published by ISACA [15]. It encompasses a wide range of aspects, particularly internal control issues 

related to information technology. COBIT aims to research, develop, introduce, and promote an up-to-date, universally accepted 

control objective authority with international scope for daily use by business managers and auditors. According to ISACA, COBIT 

serves as a framework for IT governance, facilitating value from technical gaps, risks, and controls through dissemination by 

ISACA and ITGI. To realize IT Governance implementation within organizations, the COBIT 2019 framework is utilized in this 

study as it is the latest version released by ISACA in late 2018. COBIT 2s019 acts as a framework aiding organizations in controlling 
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and maximizing the role of information and technology [10].This research aims to assist companies/organizations in optimizing 

risk management, enhancing awareness, and maximizing resource utilization. 

 

2.5 Domain COBIT 2019 

The COBIT 2019 framework, detailed in the COBIT Core Model from the COBIT 2019 Framework Governance and 

Management Objectives, is organized into five distinct domains: Evaluate, Direct, Monitor (EDM)[16], which emphasizes the 

evaluation of strategic options, direction for senior management on chosen strategies, and the monitoring of strategic achievements; 

Align, Plan, Organize (APO), focusing on aligning the entire organization's strategy and support activities for IT and technology; 

Build, Acquire, Implement (BAI), dedicated to defining, acquiring, and implementing IT and technology solutions and their 

integration into business processes; Deliver, Service, Support (DSS), concerned with the operational delivery and support of IT and 

technology services, including security measures; and Monitor, Evaluate, Assess (MEA), which revolves around the performance 

monitoring and compliance assessment of IT and technology against internal performance targets, control objectives, and external 

requirements, as outlined [17].This research zeroes in on the APO12 domain, aimed at integrating corporate IT risk management 

with overarching corporate risk management strategies to balance the costs and benefits associated with IT and technology risk 

management, as highlighted [15].APO12 is further broken down into six subdomains, namely Collect Data, Analyze Risk, Maintain 

A Risk Profile, Articulate Risk, Define a Risk Management Action Portfolio, and Respond to Risk, which collectively provide a 

comprehensive approach to managing IT and technology risks within organizations. 

 

2.6 Risk Management 

Risk management is a critical component of IT Governance aimed at averting potential threats and minimizing the 

vulnerabilities and losses associated with risks that could adversely affect an organization's continuity [18]. It is a process designed 

to prevent losses by continuously identifying, evaluating, and mitigating risks, ensuring organizations can make continuous 

improvements in decision-making and performance enhancement. Effective IT Governance plays a vital role in risk management 

within organizations, as failure to manage risks properly can result in significant losses, including detrimental impacts on 

individuals within the organization [19]. In the context of higher education institutions, risk management adopts a methodology to 

manage the uncertainties of risks, encompassing risk assessment and the development of strategies through a series of human 

activities.  

 

2.7 IT Risk Management 

Understanding risk is crucial for organizations and companies as it can impact anyone, either positively or negatively, affecting 

the continuity of the organization. Higher education institutions are not exempt from risks that could potentially impact their set 

goals, outcomes, and impacts [20]. Risks may arise due to management failures in oversight and governance, thus ineffective IT 

Governance and a lack of awareness and understanding of risks among internal resources can lead to potential risks in an 

organization. Therefore, preventing risks by implementing IT Risk Management is essential for organizations or companies.IT Risk 

Management is an application that manages risks associated with information technology within an organization's management 

[21]. Organizations and companies face various risks that can affect operational outcomes/activities.  

By applying IT Risk Management, organizations can analyze and control risks from potential threats [22]. Amidst the rapidly 

changing government regulations and increasing standards required for universities to achieve high accreditation ratings or even 

excellence, risk management becomes a fundamental element of good university governance, creating a competitive advantage 

when effectively implemented [20]. This study aims to analyze and understand the IT risk management process of the Faculty of 

Industrial Engineering at Telkom University using the COBIT 2019 framework in alignment with LAM INFOKOM standards. 

 

 

3. RESEARCH METHODS 

3.1 Conceptual Model 

In the initial phase, problem identification and literature review are conducted to deepen the understanding of the research issue. 

This involves gathering information from a variety of sources, such as articles, books, documents, and relevant journals, to define 

the scope of the study, which is focused on IT Risk Management at the Faculty of Industrial Engineering, Telkom University, 

specifically addressing three key aspects: human, process, and technology. The project's goal is established as mapping the COBIT 

2019 standards with LAM-INFOKOM standards to evaluate the capability level in managing risks and planning potential 

improvements in the human, process, and technology dimensions at the Faculty of Industrial Engineering, Telkom University. The 

study employs qualitative data collection methods, including interviews, document examination, and observation. The contextual 

setting for the research utilizes the COBIT 2019 Standard Practice along with the Strategic Plan from the organization's Strategic 

Planning. In the research content phase, detailed improvements and solution statuses are developed based on previously determined 

gap analysis results. Lastly, the significance of the study is discussed, highlighting the benefits of standardization mapping between 

LAM-INFOKOM and the COBIT 2019 Framework, and providing recommendations for potential improvements in human, 

process, and technology aspects at the Faculty of Industrial Engineering, Telkom University. 
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3.2 Research Flow 

This explanation further elaborates on Figure 1, outlining the research methodology based on COBIT 2019 and LAM-

INFOKOM standards for IT risk management at the Faculty of Industrial Engineering, Telkom University. The process begins with 

identifying the problem and stakeholder needs through interviews and literature review, leading to the formulation of research 

objectives and considerations of research limitations. The "Where are we now?" stage involves assessing the current state of IT risk 

management to understand the existing capabilities. In the "Where do we want to be?" phase, the goal is to determine improvement 

targets by analyzing gaps between the current state and desired outcomes, identifying potential improvements across people, 

process, and technology aspects. Finally, "What needs to be done" focuses on specifying the details of the improvements and 

solutions based on the gap analysis.

 

 
 

Figure 1. Research Flow 

4. RESULTS AND DISCUSSIONS 
 

Data collection for this research was conducted at the Faculty of Industrial Engineering, Telkom University, utilizing both 

primary and secondary data methods. Primary data was obtained directly from sources without intermediaries, while secondary 

data was sourced from previous research, facilitating a quicker data collection process. The data gathering techniques employed 

included direct observation at the Telkom University campus to acquire relevant information, interviews with related stakeholders 
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to extract information through direct discussions, and document analysis related to the Quality Assurance Unit and the 

organizational structure at Telkom University. These methods were selected to ensure the accuracy and relevance of the information 

obtained, supporting the research needs related to IT risk management according to the APO12 domain of COBIT 2019.

 

Table 1. Current State Assesment 

No. Activity Fulfilment Level 
1 APO12.01 Collecting risk-related data 100% Fully 2   

100% Fully 3   
100% Fully 4 

2 APO12.02 Analyzing or developing risk 100% Fully 3   
100% Fully 4   

50% Partially 5 

3 APO12.03 Maintaining or managing the risk profile 100% Fully 2   
100% Fully 3   
100% Fully 4 

4 APO12.04 Communicating risk 75% Largely 3   
100% Fully 4 

5 APO12.05 Defining a risk management action portfolio 0% None 2   
100% Fully 3 

6 APO12.06 Responding to risk 100% Fully 3   
100% Fully 4   
100% Fully 5 

 

Table 2. Detailing Improvement APO12.04-04 

Aspect Potential Improvement Solution Required Document Required 
People Conduct workshops for all parties 

involved in risk management about 

the benefits of identifying 

opportunities from risk. 

Develop workshop activities on the importance of 

identifying opportunities in areas of relative and 

balanced risk to all parties involved in risk 

management. 

Draft circular for workshop 

activities, Draft MoM, Draft 

request for tools, and draft 

procedure for work instruction. 
Process Add work instructions after risk 

mitigation to identify IT-related 

opportunities. 

Formulate clear Standard Operating Procedures 

(SOPs) for identifying opportunities, ensuring 

each step in the process is correctly followed. 

 

Technology Add a special dashboard that 
illustrates relative risk and risk 

capacity parity in various areas or 

business units. 

Create tools in the form of a dashboard containing 
steps for risk management, including opportunity 

identification information for each work unit, 

presented in a user-friendly manner. 

 

 

Table 3. Detailing Improvement APO12.05-01 

Aspect Potential Improvement Solution Required Document Required 
People Conduct socialization activities 

regarding discussions or meetings 

on inventory control with several 

parties. 

Hold discussion activities in the form of socialization 
that addresses inventory control. 

Draft Circular Letter, Draft 
MoM for meeting results, 

Draft Request for tool 

creation.  
Add parties responsible for 

implementing new inventory 

control. 

Determine the party or team responsible for 
implementing inventory control. 

 

 
Provide training to relevant parties 

regarding new control. 

Ensure all parties involved in inventory management 

receive appropriate training on new control. 

Having an up-to-date report 

on inventory activity status. 
Technology Add work instructions regarding the 

planning of documentation from 

inventory control. 

Add procedures regarding work instructions in the 

planning of documentation from inventory control. 

 

 
Add tools for inventory 

management that allows for real-

time control to avoid risk. 

Introduce tools used for inventory management that 
enables real-time control to prevent risk. 

 

 
Add notification features for 

recording and updating inventory 

directly from their devices. 

Incorporate notification features into the inventory 
management system, alerting the authorized team 

immediately in emergency situations like missing 

items or stock shortages for quick action. 
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Table 4. Solution Status 

Strategic Goal LAM-INFOKOM Indicator Status 
Availability of distance learning 

programs and e-learning content 

Number of Distance Learning Programs (PJJ) Fulfilled 

 
Availability of Graduate Profiles, CPL aligned with Graduate Profiles and levels of 

KKNI/SKKNI 
Not Fulfilled 

(0%)  
Number of e-learning contents Fulfilled 

 
Execution of Learning Processes in alignment with Graduate Profiles, CPL according 

to Graduate Profiles and levels of KKNI/SKKNI 

Fulfilled 

(100%) 
Increased satisfaction with 

academic services 

Level of student satisfaction Largely 

Fulfilled 

(50%)  
Execution of evaluations concerning policies and achievement of standards (IKU and 

IKT), identifying best, poor, and new practices related to education/learning, including 

evaluation of student satisfaction with the learning process 

Largely 
Fulfilled 

(50%) 

Academic service application Availability of follow-up documents and implementation regarding the evaluation 

results of standard achievement (IKU and IKT) related to education 

Fulfilled 

(100%) 
Improved ranking of Telkom 

University at both national and 

international levels 

Higher Education Ranking by the Ministry of Research, Technology, and Higher 

Education (Kemristekdikti) 

Fulfilled 

(100%) 

Application of Portfolio Outcome 
Based Education 

Execution of Learning Processes in alignment with Graduate Profiles, CPL according 
to Graduate Profiles and levels of KKNI/SKKNI 

Fulfilled 
(100%) 

 

5 CONCLUSSION 

 

 Based on the research conducted on IT Risk Management at the Faculty of Industrial Engineering, Telkom University, the 

following conclusions are drawn: 

1. COBIT 2019 is applicable in mapping with LAM INFOKOM standards across the APO12 domains, including Collect 

Data, Analyze Risk, maintain a Risk Profile, define a Risk Management Action Portfolio, and Respond to Risk. 

2. The APO12.01 Collect Data domain involves identifying and collecting relevant data to enable effective I&T risk 

identification, analysis, and reporting. It is mapped to the LAM INFOKOM practice of Document Availability for Follow-

up Actions and Implementation of Evaluation Results related to Education Standards, achieving a capability level of 4 

with 100% fully met. 

3. The APO12.02 Analyze Risk domain focuses on developing evidence-supported views of actual I&T risks for decision-

making support. It is mapped to LAM INFOKOM’s Execution of Policy and Standard Achievement Evaluations to identify 

new, good, and bad practices related to Education/Learning, including Student Satisfaction Evaluation, achieving a 

capability level of 5 with 50% partially met. 

4. The APO12.03 Maintain a Risk Profile domain aims to maintain a risk inventory and known risk attributes, including 

expected frequency, potential impact, and possible responses, achieving a capability level of 4 with 100% fully met when 

mapped to LAM INFOKOM practices. 

5. The APO12.04 Articulate Risk domain entails timely communication of current I&T exposure and opportunities to all 

necessary stakeholders, achieving a capability level of 3 with 75% largely met when mapped to LAM INFOKOM practices. 

6. The APO12.05 Define a Risk Management Action Portfolio domain manages opportunities to reduce risk to an acceptable 

level as a portfolio. It was found to be 0% none met at capability level 3 when mapped to LAM INFOKOM practices. 

7. The APO12.06 Respond to Risk domain involves responding timely to risk events with effective actions to limit losses, 

achieving a capability level of 5 with 100% Fully met when mapped to LAM INFOKOM practices. 

8. Recommendations for the people aspect include adding skills and awareness training and socialization for internal human 

resources, and communication activities to discuss processes to be undertaken. 

9. Recommendations for the process aspect include adding work instructions for reporting procedure additions in risk 

management. 

10. Recommendations for the technology aspect involve adding features to the AmeS application, including a dashboard for 

additional information and tools and features for inventory control processes. 
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