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This research aims to develop an image classification system capable of distinguishing Al-
generated images and real images using visual feature extraction and ensemble leaming
algorithms.The research method consists of several stages including image preprocessing by
resizing images to 256 x 256 pixels, visual feature extraction including RGB color histogram,
grayscale intensity distribution, texture features using Gray Level Co-occurrence Matrix
(GLCM), and edge features using the Canny Edge Detection method. The extracted features
are then used as input for several classification algorithms such as Support Vector Machine
(SVM), K-Nearest Neighbor (KNN), and Random Forest. Furthermore, model combination is
performed using an ensemble leaming method with a hard voting technique. The experimental
results show that the Random Forest model achieved an accuracy of 65.71%, while the
ensemble leaming method achieved an accuracy of 65.00% with an F1-score of 0.6918. The
developed system is also implemented as a web-based application using the Streamlit
framework, allowing users to upload images and obtain prediction results directly. The results
indicate that the combination of visual feature extraction and ensemble leaming can be used
as an approach to help identify Al-generated images and real images.
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1. INTRODUCTION

Artificial Intelligence (Al) technology has experienced rapid progress, particularly in the field of digital image processing.
Generative Al models such as the Generative Adversarial Network (GAN) [1] and other generative Al models are capable of
producing images with highly realistic visual quality that closely resemble the original camera image. This capability is widely
utilized in various fields, such as the creative industry, graphic design, advertising, and digital media [2].

However, with the advancement of Al technology[3], Al-generated images are becoming increasingly difficult to visually
distinguish from the original. This situation has the potential to lead to misunderstandings in the public, especially for lay users
such as parents who tend to trust digital visual content without verification. Most currently available detection systems use
complex, black-box deep learning-based approaches, making the model's decision-making process difficult to understand.
Therefore, a scientific approach is needed that not only produces classification but also can more transparently explain the visual
characteristics that differentiate Al-generated images from the original.

As these problems develop, various studies have been conducted to distinguish Al-generated images from the original
using image processing and machine learning techniques [4][5]. One commonly used approach is visual extraction, the process of
extracting important characteristics from images such as texture, color, edge patterns, and pixel distribution. These visual features
have been shown to represent the characteristic differences between Al-generated images and real images, although they are
visually difficult to distinguish by the human eye [6].

However, using a single classification algorithm often fails to provide optimal results, especially when faced with
increasingly complex data variations. Therefore, methods are needed that can improve classification accuracy and stability [7][8].
The ensemble learning algorithm is an approach that combines multiple learning models to produce more accurate decisions than
a single model [9]. Based on these issues, this study proposes the implementation of a system to distinguish between Al-generated
images and real images by extracting visual features using the Ensemble Learning algorithm [10]. This research is expected to
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facilitate the automatic identification of image authenticity and serve as a solution to minimize the spread of image -based hoaxes
and improve digital literacy in the community.

2. RESEARCH METHODOLOGY

This research uses a quantitative approach with computational experimental methods to develop a classification system
capable of distinguishing between Al-generated images and real images. The research framework falls under the category of
supervised learning, utilizing labeled datasets. The system development process follows a systematic process, including data
collection, preprocessing, feature extraction, model training, performance evaluation, and validation. The data used consists of
digital images obtained from open sources and categorized into two main classes: Al-generated images and real images. Using
programming tools such as Python and supporting libraries like OpenCV, this research aims to produce a prototype detection
system that can classify images with high accuracy.

In the research, image data, after undergoing preprocessing and visual feature extraction, is then used to train a model
using an ensemble learning approach. The evaluation process involves testing the model on separate test data, with results
measured using evaluation metrics such as accuracy, precision, recall, and F1-score. Validation of the classification results is
conducted to ensure the model can reliably distinguish between Al-generated and real images. Classification error analysis is also
conducted to improve the method and results in future research. Thus, this research not only produces theory, but also system
implementation that can be evaluated objectively and contributes to the field of digital image processing and machine learning
[11][12].

3. RESULTS AND DISCUSSION

The dataset used in this study consists of digital images divided into two categories: Al-generated images and real images.
The total dataset used was 560 images, with a balanced distribution across each class. The dataset details are as follows: Al Images:
280 images and Real Images: 280 images. The dataset was then divided into two parts: training data and testing data, with separate
divisions made from the beginning of the data collection process. The training data consisted of 210 Al-generated images and 210
real images. The test data consisted of 140 images, consisting of 70 Al images and 70 real images.

The dataset was divided equally between the two classes to avoid bias in the model toward one category. With this
balanced data composition, it is hoped that the classification model will perform optimally in distinguishing between Al-generated
images and real images.

3.1. Al Image Data Source

The Al image data in this study was obtained through an image generation process using the Grok artificial intelligence
platform developed by xAl The data collection process involved inputting specific prompts to generate a variety of images
according to the research needs. A screenshot of the Al image generation process is shown in Figure 1 as evidence of the data
collection process.

Gambar Makanan

Gambar Kapal Laut

Gambar Mobil

Figure 1. Example of Al image data retrieval on the Grok platform
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3.2. Original Image Data Source

The original image data (real images) used in this study were obtained from the license-free photo hosting platform
Unsplashed. This platform provides high-quality photographic images uploaded by professional photographers and the global
community. Data collection was carried out by selecting images with natural visual characteristics, such as realistic lighting, texture
variations, and general photographic composition. This selection was made selectively to ensure that the images used were truly
real photographs and not generated by artificial intelligence. A screenshot of the image collection process from Unsplash is shown
in Figure 2 as documentation of the data source.

X () AskGoogle ¥t

Figure 2. Examples of original image data retrieval

3.3. Data Preprocessing Results

The preprocessing stage is carried out to ensure that all images have uniform characteristics before the feature extraction
process [13]. The datasets used in this study vary in size and resolution, requiring an adjustment process to ensure consistent
processing by the classification system. Preprocessing is a crucial stage in digital image processing because it can improve the
quality of data representation and help the model learn visual patterns more stably [14]. One common step at this stage is
standardizing the image size so that each image has the same dimensions, allowing for more consistent processing by the machine
learning algorithm.

In this study, all images in the dataset were converted to a size of 256 x 256 pixels using the OpenCV library [15] in the
Python programming language. The resizing process aims to standardize the image dimensions so that differences in resolution
between images do not affect the feature extraction and classification processes. By resizing, all images in the dataset have a
uniform size, allowing for more effective processing during the visual feature extraction stage. This process helps the system
analyze image characteristics more consistently, regardless of image size variations [16].

OneDrive > -+ Desktop > program skripsi > processed > train >

Figure 3. Results of standardizing image size
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3.4. Data Preprocessing Results Visual Feature Extraction Results

At this stage, visual features are extracted from preprocessed images. Feature extraction aims to transform digital images
into numerical representations that can be processed by classification algorithms. Visual features play a crucial role in image
recognition systems because they represent the visual characteristics of an object in the form of numerical data that can be analyzed
by machine learning models [17]. In this study, the visual features used include color, texture, edge, and pixel intensity distribution.
The feature extraction process was performed using the Python programming language with the help of the OpenCV and Scikit-
image libraries. In Figure 4, standardized to 256x256 pixels, was then processed to generate a feature vector representing the
image's visual characteristics [18].

TIMELINE
CODEPETS + O [l

Figure 4. Visual Feature Extraction Results

3.5. Colour Feature Extraction

Colour features are obtained using a color histogram in the RGB color space. A color histogram is used to describe the
distribution of red, green, and blue color intensities in an image. This approach is widely used in image analysis because it
effectively represents color characteristics in the form of statistical distributions [19].
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Figure 5. Histogram of RGB color distribution
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In this process Figure 5, each color channel is analyzed to calculate the pixel intensity distribution. The resulting histogram values
are then normalized to produce a more stable feature representation that can be used as input in the classification process.

3.6. Texture Features

The texture features in this study were obtained using the Gray Level Co-occurrence Matrix (GLCM) method. This
method is used to analyze the spatial relationships between pixels in grayscale images to describe the texture patterns contained in
the image. In Figure 6, from the GLCM matrix several statistical parameters are calculated as texture features, namely contrast,
correlation, energy, and homogeneity. These parameters are used to represent the complexity of the texture and the intensity
relationships between pixels in the image [20]. These texture feature values are then used as part of the feature vector that will be
processed in the classification stage.

® Features Value Used

Contrast Energy Edge Ratio

308.31 0.0693 0.097

Correlation Homogeneity

0.891 0.418

Figure 6. Results of texture feature extraction using GLCM

3.7. Edge Features

Edge features are obtained using the Canny Edge Detection method. This method is used to detect significant changes in
pixel intensity to identify object boundaries or contours in an image. Edge information can help the system recognize object
structures in an image [21].

Figure 7. Edge detection results using the Canny method

In this study figure 7, in addition to generating edge images, the ratio of the number of edge pixels to the total pixels in
the image, known as the edge ratio, was also calculated. This value is used as a feature to describe the complexity of the object
structure in the image.

3.8. Edge Features

The distribution of pixel intensities is obtained using a grayscale histogram. This histogram shows the distribution of
pixel intensity values in an image after it has been converted to grayscale. This intensity distribution can describe the light and
dark characteristics of an image, which is one indicator of the difference between an Al-generated image and a real image. The
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grayscale histogram is then normalized so that it can be used as part of the feature representation in the classification process in
figure 8.

B8 Histogram Grayscale

Figure 8. Grayscale Intensity Distribution Histogram Results

3.9. Model Training Results

After the visual feature extraction process is complete, the next step is training a classification model using the features
obtained from the images. This study used several machine learning algorithms, namely Support Vector Machine (SVM), K-
Nearest Neighbor (KNN), and Random Forest. Furthermore, several models were combined using Ensemble Learning with Hard
Voting to improve classification performance. Model training was performed using a feature dataset that had been separated into
training and testing data. The training data was used to train the model to learn patterns from visual image features, while the
testing data was used to test the model's ability to classify previously unseen data. The use of training and testing data aimed to
measure the model's generalization ability in image classification [22].

3.9.1 Support Vector Machine (SVM) Model Training

A Support Vector Machine is a classification algorithm that works by finding the optimal hyperplane that maximally
separates two data classes in a feature space. This method is widely used in image processing and pattern recognition due to its
ability to handle high-dimensional data well [23][24]. The training results of the Support Vector Machine (SVM) model in this
study are shown in Figure 4.8. These results show the model's evaluation values, including accuracy, precision, recall, and F1-
score, obtained from the testing process using the test data.

Accuracy : 0.5786
Precision: ©.5470

Recall : 9.9143
F1-Score : 0.6845

Figure 9. SVM Evaluation Results

Based on the evaluation results in Figure 8, the Support Vector Machine model produced an accuracy value of 0.5786, a
precision of 0.5470, a recall of 0.9143, and an F1-score of 0.6845 in Figure 9. The relatively high recall value indicates that the
model is able to recognize most of the images in the target class, but the relatively lower precision value indicates that there are

still some classification errors in the prediction process. These results indicate that the SVM model has a fairly good ability to
detect images.

3.9.2 K-Nearest Neighbor (KNN) Model Training
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The K-Nearest Neighbor algorithm is a distance-based classification method that determines the class of data based on
the number of nearest neighbors in a feature space. This method is often used in pattern recognition due to its simple yet effective
concept in classifying data based on feature similarity [25].

In this study, the KNN model was trained using visual features extracted from images. The training process was carried out using
training data, while model evaluation was conducted using testing data to determine the model's performance in classifying Al
images and real images.

Accuracy : ©.6000
Precision: ©.5833

Recall : ©.7000
F1-Score : ©.6364

Figure 10. KNN Model Evaluation Results

Based on the evaluation results in Figure 4.9, the K-Nearest Neighbor model produced an accuracy value of 0.6000, a
precision of 0.5833, a recall of 0.7000, and an F1-score of 0.6364 in Figure 10. A fairly good recall value indicates that the model
is able to recognize most images in the target class, while the precision value indicates the model's level of accuracy in making
predictions. These results indicate that the KNN model has a fairly stable performance in classifying images compared to other
models.

3.9.3 Random Forest Training

Random Forest is an ensemble decision tree-based classification algorithm that works by randomly constructing multiple
decision trees. Each decision tree performs the classification process independently, and then the predictions from all trees are
combined to produce a final decision. This method is known to be good at handling data with a large number of feature dimensions
and can reduce the risk of overfitting during model training [26]. In this study, the Random Forest model was trained using visual
features obtained from the image feature extraction process. The model was then tested using test data to determine its classification
performance in distinguishing between Al-generated and real images.

=== Random Forest ===
Accuracy : ©0.6571
Precision: ©.7115

Recall : ©.5286
F1-Score : ©.6066

Figure 11. Random Forest evaluation results

Based on the evaluation results in Figure 10, the Random Forest model produced an accuracy value of 0.6571, a precision
0of 0.7115, arecall of 0.5286, and an F1-score of 0.6066 in Figure 11. The relatively high precision value indicates that the model
has a good level of accuracy in predicting image classes. Furthermore, the higher accuracy value compared to other models
indicates that Random Forest has better performance in classifying the dataset used in this study.

3.9.4 Ensemble Learning Training (Hard Voting)

Ensemble learning is a machine learning method that combines multiple classification models to produce more stable and
accurate predictions. This approach aims to leverage the strengths of each model to improve overall system performance. One
frequently used ensemble technique is hard voting, which determines classification results based on the majority vote of several
models used [27].

Based on the evaluation results in Figure 11, the ensemble learning model produced an accuracy value of 0.6500, a
precision of 0.6180, a recall of 0.7857, and an F1-score of 0.6918 in Figure 12. The relatively high recall value indicates that the
ensemble method is able to recognize most images in the target class. In addition, the higher F1-score value compared to several
individual models indicates that the ensemble method can provide a better balance between precision and recall in the image
classification process.
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=== Ensemble (Hard Voting) ===
Accuracy : ©.6500
Precision: ©.6180

Recall : 0.7857
F1-Score : 0.6918

Figure 12. Ensemble learning evaluation results

3.10. Model Evaluation Using Confusion Matrix

After the model training process is complete, the next step is to evaluate the classification model's performance. Model
evaluation aims to determine the model's ability to correctly classify images based on the test data used. One evaluation met hod
commonly used in classification systems is the Confusion Matrix. The Confusion Matrix is an evaluation method used to analyze
classification model performance by comparing the model's predictions with the actual labels of the test data to determine the
number of correct and incorrect predictions [28].

The confusion matrix has four main components: True Positive (TP), True Negative (TN), False Positive (FP), and False
Negative (FN). True Positive indicates the number of data items predicted as positive but actually included in that class. True
Negative indicates the number of data items predicted as negative but actually included in that class. False Positives are data items
that are actually in the negative class but predicted as positive by the model, while False Negatives are data items that are actually
in the positive class but actually included in the negative class [29].

=== Confusion Matrix (Ensemble) ===
[[36 34]

[15 55]]

Figure 13. Confusion Matrix Results of Ensemble Learning Model

Based on the confusion matrix in Figure 12, the model successfully classified 36 real images correctly (True Negatives) and 55 Al
images correctly (True Positives). However, there were still some misclassifications, with 34 real images predicted as Al (False
Positives) and 15 Al images predicted as real (False Negatives) in Figure 13. These results indicate that the model has a fairly
good ability to recognize Al-generated images, as evidenced by the relatively high number of True Positives. However, there were
still some misclassifications of real images predicted as Al images. This could be due to the similarity in visual characteristics
between real images and Al-generated images under certain conditions.

3.11. Model Performance Analysis

Based on the results of the model training and evaluation, an analysis of the performance of each classification algorithm
used in this study can be performed. The models used included Support Vector Machine (SVM), K-Nearest Neighbor (KNN),
Random Forest, and Ensemble Learning with Hard Voting. Test results showed that each model had varying levels of performance
in image classification. The Support Vector Machine (SVM) model produced an accuracy of 0.5786, a precision of 0.5470, a recall
0f 0.9143, and an F1-score of 0.6845. The relatively high recall value indicates that the model was able to recognize most images
belonging to the target class, although some misclassification errors resulted in a relatively lower precision value.

The K-Nearest Neighbor (KNN) model produced an accuracy of 0.6000, a precision of 0.5833, a recall of 0.7000, and an

F1-score of 0.6364. These results indicate that the KNN model has fairly stable performance in classifying images based on feature
proximity between data points. Meanwhile, the Random Forest model performed better than the previous two models, with an
accuracy of 0.6571, a precision of 0.7115, a recall of 0.5286, and an F1-score of 0.6066. The relatively high precision value
indicates that the model has a good level of accuracy in predicting image classes.
Furthermore, the Ensemble Learning method using the Hard Voting technique, which combines the SVM, KNN, and Random
Forest models, produced an accuracy of 0.6500, a precision of 0.6180, a recall of 0.7857, and an F1-score of 0.6918. This higher
F1-score than the other models indicates that the ensemble method is able to provide a better balance between precision and recall
in the image classification process. Overall, the Random Forest and Ensemble Learning models performed better than the other
models in image classification. This shows that the ensemble-based method is able to improve the system's ability to recognize
visual feature patterns in images.
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Table 1. Comparison of Classification Model Performance

Model Accuracy Precision Recall F1-Score
SVM 0.5786 0.5470 0.9143 0.6845
KNN 0.6000 0.5833 0.7000 0.6364
Random Forest 0.6571 0.7115 0.5286 0.6066
Ensemble 0.6500 0.6180 0.7857 0.6918

Based on Table 1, the Random Forest model has the highest accuracy value of 0.6571, while the Ensemble Learning method
produces the highest Fl-score value of 0.6918. This indicates that the ensemble method is able to provide a better performance
balance in the image classification process

3.12. System Implementation

In the system implementation phase, the trained classification model is integrated into a web-based application using the
Streamlit framework. This system implementation aims to simplify the user detection process for uploaded images, allowing the
system to automatically predict whether the image is Al-generated or real. This application was developed using the Python
programming language, utilizing several libraries such as OpenCV for image processing, Scikit-learn for classification, and
Streamlit as the user interface

3.12.1 System Main Page View

The system's main page is the initial display of the application, which users use to upload images to be analyzed by the
system. This page offers an image upload feature that allows users to select images from their device. The Figure 14 shows the
initial view of a web-based image detection application developed using Streamlit. On this page, users can upload images for the
system to analyze.

~_m  wm o B _ % e & mwm_ __ wm_ _ W
Detection System of Al vs Real Image

Figure 14. System Main Page View

3.12.2 Image Analysis Process Display

After the image is successfully uploaded, the system will process it by extracting visual features. At this stage, the system
displays several image feature visualizations, such as color histograms and edge detection results, as a form of transparency in the
image analysis process. The figure 15 shows the image analysis process performed by the system after an image is uploaded by a
user. The system displays visualizations of image features such as color histograms and edge detection as part of the feature
extraction process.

istogram RGB

B4 Histogram Grayscale
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Figure 15. Image Analysis Process Display
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3.12.3 System Prediction Results Display

After the image analysis process is complete, the system will display the prediction results in the form of an image
category and the model's confidence level in the prediction. This category indicates whether the image belongs to the Al-generated
image group or is a genuine image. The system also displays the classification model's confidence level in the prediction. The
Figure 16 shows the system's prediction results, indicating whether the image is Al-generated or a real image, as well as the
confidence level of the classification model. This confidence value indicates how confident the model is in determining the class
of the tested image. The higher the confidence value, the greater the model's confidence in its prediction results. Conversely, a low
confidence value indicates that the model is still uncertain about determining the image's category.

summarize ()

@ prediction Result

o Elass Pro-bal.o‘ility
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Figure 16. System Prediction Results

4. CONCULUSSION

Based on the research results on a machine learning-based image detection system to distinguish between images
generated by artificial intelligence (Al) and real images, the following conclusions can be drawn.

1. This research successfully developed an Al image detection system using a machine learning approach that leverages the
visual features of digital images. The research process began with a preprocessing stage, which standardized the image size
to 256 x 256 pixels, followed by visual feature extraction, including RGB color histograms, grayscale intensity distributions,
texture features using the Gray Level Co-occurrence Matrix (GLCM) method, and edge detection using Canny Edge
Detection.

2. The extracted features were then used as input for several classification algorithms, namely Support Vector Machine (SVM),
K-Nearest Neighbor (KNN), and Random Forest. Furthermore, this research applied ensemble learning with hard voting to
combine the predictions from several classification models to improve system performance.

3. Based on the test results using test data, the classification models demonstrated varying performance. The Random Forest
model achieved an accuracy of 65.71%, while the ensemble learning (hard voting) method achieved an accuracy of 65.00%
with an F1-score of 0.6918. These results indicate that the ensemble method is capable of providing quite good performance
in the classification process of Al and real images.

4. Based on the research results, the visual feature extraction and machine learning classification approaches can be used as
methods to help identify whether an image is Al-generated or real.

Based on the results of this research, several suggestions can be made for further research:
1. Future research can use a larger and more diverse dataset so that the classification model can better learn visual patterns and
achieve a higher level of accuracy.
2. Future research can also add other visual features, such as shape features or image frequency features, to improve the model's
ability to distinguish between Al and real images.
3. The developed system can be further developed by adding features such as batch image analysis, allowing the system to
process multiple images simultaneously.
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