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Received : August 14, 2025 The Intemnet of Things (IoT) has emerged as a transformative technology in the development
Revised : December 18, 2025 of urban infrastructure, enabling real-time data collection, intelligent decision-making, and
Accepted : December 20, 2025 integrated service delivery. This study explores the implementation of IoT in various urban

domains, including transportation management, environmental monitoring, smart parking,
structural health surveillance, and smart city integration. The findings highlight significant

ﬁf': r’r‘ljgtr([)ltf:Thm s improvements in operational efficiency, system resilience, and environmental sustainability.
Smart City & However, large-scale adoption still encounters challenges such as cybersecurity risks,

interoperability issues, device reliability, and maintenance demands, along with socio-
economic barriers including high implementation costs, limited technical expertise, and
complex regulatory frameworks. To address these challenges, the study recommends adopting
advanced technologies such as edge computing, artificial intelligence, and blockchain,
establishing global interoperability standards, and fostering cross-sector collaborations.
Furthermore, innovative financing models and inclusive public policies are essential to ensure
secure, efficient, and sustainable IoT deployment. The research contributes to a deeper
understanding of the role of IoT in shaping future smart cities, providing a framework for
policymakers, urban planners, and technology developers.
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1. INTRODUCTION

Convergence of digital technology and urban infrastructure has also become a milestone in modern city construction since
it is being driven by the exponential growth of Internet of Things (IoT) technologies and applications into the core urban
infrastructure networks [1]. Since its establishment in the late twentieth century, IoT has evolved from the conceptual model of
networked devices to a mature technological complex that reconfigures the operation of urban infrastructure and its governance
[2][3]. The period of the 2020s to 2025 has witnessed gigantic technological developments like sensor technology, communication
protocols, edge computing power, and artificial intelligence integration. The scale of IoT devices has grown exponentially and is
estimated at as many as 50 billion connected IoT devices as of the year 2022, which creates networks of intelligent devices, sens ors,
and systems that track things in real-time, gather data, and take decisions autonomously [4][5]. Such technological foundation has
revolutionized traditional infrastructure management practice in the form of converting static, reactive systems into proactive,
dynamic networks that can sense ahead of time, optimize the utilization of resources, and respond intelligently to changing
conditions in top areas such as water management, transportation systems, power distribution, waste management, and structural
monitoring [6][7][8].

The relevance of [oT in today's urban infrastructure management manifests itselfin three key axes: operational efficiency,
system resilience, and environmental sustainability. IoT solutions have been impressive in improving infrastructure operating
efficiency, with smart water management solutions delivering water resource savings of up to 30% and reducing operational
expenditure, and IoT-driven energy management solutions reporting gains of between 24% and 28% in energy consumption [7]
[9]. Predictive maintenance via IoT sensors has reduced downtime and maintenance costs significantly while ensuring
uninterrupted service delivery through sophisticated anomaly detection and demand forecasting. Besides enhancing efficiency,
IoT technologies have a highly critical role to play in infrastructure resilience through the provision of early warning systems,
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automated fault detection, and adaptive response mechanisms that enable end-to-end monitoring of infrastructure wellness and
environmental conditions [10]. The environmental sustainability benefits are equally staggering, as smart city deployments using
IoT technologies realize tremendous carbon emissions reductions, such as reported up to 28% yearly carbon footprint and 27.5%
reduction in daily water consumption through real-time optimization and smart resource management [S][11].

This literature review to present a comprehensive analysis of IoT uptake in city infrastructure, examining the existing
level of uptake in various infrastructural areas, the key benefits and issues, evaluating current technology patterns, and providing
strategic recommendations for optimum IoT implementation frameworks. The criticism addresses the most important knowledge
gaps like the integration of sustainability metrics with measurement of IoT performance, large-scale urban deployment scalability
issues, and the need for holistic frameworks to support technological capabilities with limited practical implementation
possibilities. Research methodology encompasses a systematic search through literature for the five-year time frame of 2020-2025
through numerous academic databases like IEEE Xplore, Scopus, Web of Science, and ScienceDirect by carrying out well-
designed keyword combinations concerning IoT, infrastructure in cities, smart cities, and infrastructure management. The
integration high-quality publications employs quantitative and qualitative approaches to identify performance measures,
technological developments, and future challenges, targeting studies that have measured benefits, challenges of implementation,
and scalability effects to provide evidence-based results for scholars, policymakers, and practitioners in this rapidly expanding
field of IoT-based city infrastructure.

1.1 Contributions of This Review

This review brings forth a number of new insights into the current state of knowledge about Internet of Things (IoT)-
based urban infrastructure. In the first place, unlike most existing review papers which focus majorly on applications within single
domains such as transportation systems, energy management, or environmental monitoring, this paper presents a multidomain
review of IoT applications in multiple critical domains of urban infrastructure such as transportation systems, environmental
monitoring, smart parking systems, structural health monitoring, and last but not least, smart city platform integration. By taking
a holistic approach, this paper allows for a more integrated interpretation of the role played by multiple IoT applications in
influencing urban infrastructure systems as a whole. In the second place, unlike most current reviews which focus majorly on
technological architecture levels such as devices, networks, edge cloud computing, and applications, this paper takes into
consideration the convergence level between technological architecture considerations such as security, networking, economic
viability, government regulatory issues, and social infrastructure readiness. As such, this paper goes beyond current reviews which
focus majorly on technological considerations alone, presenting evidence into the systemic nature of IoT adoption in urban
infrastructure systems. Through this integrated architectural framework, this paper allows the reader the benefit of evaluating
current IoT applications and their subsequent potential applications and impact levels at which urban infrastructure systems can
be made more efficient, more resilient, and more sustainable. Finally, this paper identifies current priority research and
development trends and their corresponding applications within urban infrastructure systems from a strategic planning point of
view by taking into consideration emerging trends such as edge intelligence, federated learning, and last but not least, IoT -
interoperability.

2. 10T: CONCEPT AND ARCHITECTURE

Internet of Things (IoT) is one of the models of advanced technology that has evolved significantly from the initial idea
to the current concept in contemporary texts as an advanced system of connecting devices, sensors, and systems to enable increased
functionality in many areas of human endeavor [12][13]. In modern academic vocabulary, IoT is a very technology-oriented setting
wherein numerous intelligent devices and intelligent interface-enabled devices are interconnected to deliver integrated services in
daily life from smart homes and e-businesses to healthcare centers and smart infrastructure management [14][15]. The unstated
assumption that underlies IoT is the reification of ordinary items and infrastructural pieces from static, lifeless equipment to
intelligent, networked equipment that can sense, communicate, compute, and might actuate, with predictions that everything will
be Internet-enabled by 2025 and more than 50 billion Internet-enabled IoT devices predicted. Current literature describes IoT as
innovation and edge-cutting field bringing new technological concepts with a complete set of promising advantages, essentially
offering smart and communicating nodes integrated into changing global pattern infrastructures that are capable of predicting
demands, optimizing resource utilization, and responding to changed conditions wisely [16][17].

The basic building components of IoT structure include four primitive building blocks supplemented to each other to
provide cross-infrastructure functionality [18]. Sensors form the cornerstone of construction, the first connection of physical to
digital space through conversion of environmental change to quantities, measurement of physical quantities, and conversion of
analogue signals to streams of digital information, with more recent use taking advantage of an assortment of sensor devices
including accelerometers, humidity detectors, movement sensors, and thermal detectors, and achieving up to 99.92% level of
accuracy in medicine and industry [19]. The connectivity feature entails a range of networking technologies and communication
protocols from the short-range technologies such as Wi-Fi, BLE, and Industrial IoT protocols to the long-range cellular networks
and LoRaWAN technologies supporting unobtrusive exchange of data among loT devices, edge systems, and cloud platforms
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[20][21][22]. Cloud platforms form the third building block, providing elastic computing capacity, data storage and analytics
capabilities necessary to handle high volumes of IoT data, ingest different forms of data and enable real-time analysis. The analytics
module also includes sophisticated data fusion, processing, and analysis methods that transform raw sensor data and convert it into
intelligent insights for infrastructure management by using artificial intelligence, machine learning, blockchain, and federated
learning principles to facilitate predictive maintenance, anomaly detection, demand forecasting, and optimization algorithms
[23][24][25].

Table 1. IoT Architecture Layers

Layer Name Components Functions

Physical/Device Layer Sensors, Actuators, RFID Tags, Embedded Systems Data collection, enviromental sensing, physical
interaction

Connectivity Layer Wi-Fi, LoRa, 5G, Bluetooth, Zogbee Data transmission, network communication, protocol
conversion

Edge Computing Layer  Edge Servers, Gateways, Local Processing Real-time analytics, latency reduction, local decision-
making

Cloud Computing Data Storage, Big Data Analytics, Machine Leaming  Scalable computing, advanced analytics, data

Layer management

Application Layer User Interface, Dashboards, Mobile Apps Service delivery, visualization, decision support
systems

The infrastructure in Table 1 pattern based on IoT typically follows a layering pattern with deliberate aggregation of
features and elements into different layers, the most common of which is the five-layer pattern through the physical layer,
connectivity layer, edge computing layer, cloud computing layer, and application layer. Physical layer is comprised of embedded
devices, sensors, and actuators interacting directly with physical infrastructure elements, collecting actual data on environ mental
parameters, structure condition, and operating parameters, while connectivity layer provides connectivity through supported
network protocols and enables end-to-end data transport over heterogeneous IoT networks [26][27]. Edge computing layer is
subsequently the core architectural component for processing and handling data at the local site, avoiding latency and bandwi dth
requirements and enabling real-time decision-making for time-constrained infrastructure applications, running sophisticated
algorithms like fuzzy logic controllers, machine learning algorithms, and optimization algorithms [28]. Cloud layer infrastructure
is designed to provide end-to-end data processing, storage, and analytics capability to facilitate large-scale infrastructure
management on colossal scales with multiple clouds aggregated to facilitate scale-up deployment, while the application layer
serves as the user interface and service delivery module converting processed IoT data into actionable intelligence, visualization
dashboards, and automation control capability [29][30].

3. APPLICATIONS OF IOT IN INFRASTRUCTURE

3.1 Transportation and Traffic Management

Real-time traffic control is the most significant application of IoT technology to the urban transportation system, utilizing
advanced sensor networks, wireless communications systems, and advanced analysis to provide end-to-end visibility of traffic
flows throughout the urban network [31][32][33]. Advanced deployments utilize technologies such as wireless sensor networks
(WSNs), computer vision-based vehicle detection, and in-road embedded sensors to provide real-time traffic flow, congestionrate,
and vehicle motion pattern monitoring through machine learning-based systems such as SENets-based models with 94.5%
accuracy for detecting traffic anomalies and 30% signal control optimization over traditional practices [34]. They demonstrate
significant operating benefits including 25% lower congestion levels and 12.7% better air quality through the use of smart traffic
control methods [35], and with the addition of innovative anomaly detection features based on multi-dimensional Singular
Spectrum Analysis (mSSA) methods for identifying suspicious vehicle activity and impending accidents. Intelligent tolling
systems have now been implemented to displace traditional toll plaza management with Radio Frequency Identification (RFID)
and Automatic Number Plate Recognition (ANPR) technologies, with RFID systems providing 98% at speeds under 80 km/h and
95.5% accuracy of the classification of vehicles by type [36], and ANPR systems on the YOLOvV8 architecture offering 99%
accuracy of recognition of characters on number plates with vehicle detection and approximately 73% accuracy for environmental
factors [37]. Emergency vehicle routing systems utilize such IoT technologies in a bid to provide next-generation priority systems
based on LoRa technology, GPS tracking, and traffic light control that self-adapts to dynamically optimize routes and reduce
ambulance travel time by smart coordination of emergency services and traffic management systems [38][39]{40].
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Table 2. RFID vs ANPR Technologies Comparasion

Characteristics RFID Technology = ANPR Technology
Technology Type Radio Frequency Computer vision
Detection Accuracy 98% <80km/h 95% overall
Speed Limitations Speed sensitve Speed independent
Cost Moderate cost Higher cost
Infrastructure Requirements Readers and tags Camera and proc
Security Features Encrypted Plate encrypt
Applications Toll and access Multi-purpose

Despite the potential offered by IoT-based transport networks in Table 2 to revolutionize, certain inherent issues within

the area of cybersecurity and integration with installed bases serve as disincentives to mass adoption and operational robustness.
Higher use of networked transport infrastructure exposes more attack surfaces to Advanced Persistent Threats (APT) and
distributed denial-of-service attacks, whereas heterogeneity of device ecosystem and resource constraints of embedded systems
form impediments to the enforcement of suitable security policies. 95-98% APT detection is achieved through benchmark sets
with federated deep neural network-based threat detection systems that are privacy-preserving, but cybersecurity threats are still
encountered to protect sensitive location information, driving behavior, and individual mobility patterns collected through such
systems [41]. Legacy system integration is also more intricate in the case that existing transport infrastructure is leaning towards
use of proprietary protocols, legacy communications protocol, and inflexible architectures unsuitable for existing available IoT
technology, so special consideration to interoperability, security issues, and continuity of services has to be made in integrating
with already deployed Supervisory Control and Data Acquisition (SCADA) systems and transport infrastructure [42][43][44]. The
integration of IoT technologies into current transport infrastructure means scalability, interoperability, and long-term sustainable
maintenance, which must be well planned and deliberated in order to effectively utilize the potential of intelligent transport
technology as well as satisfy future security and privacy needs [45][46].
Although existing studies demonstrate that IoT-enabled transportation systems significantly improve traffic flow efficiency,
congestion management, and real-time decision-making, the reviewed literature largely adopts domain-specific and isolated
system designs. Most implementations focus on sensor accuracy and algorithmic performance without sufficiently addressing
interoperability with other urban infrastructure systems. Moreover, scalability and long-term operational costs remain
underexplored, particularly in large metropolitan environments. These limitations indicate a need for integrated, cross-domain
transportation solutions aligned with broader smart city platforms.

3.2 Environmental Monitoring

IoT-based environment monitoring systems have now become indispensable components of infrastructure in the
maintenance of public health and urban sustainability, and air quality monitoring equipment has been shown to be highly effective
in the monitoring of major pollutants like fine particulate matter (PM2.5 and PM10), nitrogen dioxide (NO2), sulfur dioxide (SO2),
carbon monoxide (CO), and ozone (O3) in urban cities [47][48][49]. Urban-scale management, the sensors record wide-area
monitoring coverage, recording very high PM2.5 concentrations of 85.7 + 8.6 ug/m? to 222 + 22 pg/m?3. CO2 readings record
between 555.6 + 1.0 ppm and 560.8 + 1.0 ppm, while Air Quality Index (AQI) rates calculate from 171.3 for cleaner places up to
444.2 for dirty urban hotspots, enabling real-time public health notifications and environmental decision-making [50]. Water
monitoring networks complement air quality programs with large sets of sensors including pH measurement, dissolved oxygen
(DO), temperature, total dissolved solids (TDS), turbidity, and many pollutants, more sophisticated implementations including
98.2% implementation rates of sensor-based pH monitoring using SEN0169 and HI-98107 sensors, 92.9% implementation rates
of temperature monitoring using DS18B20 sensors, and 62.5% implementation rates of dissolved oxygen monitoring using
SEN0237 and MAX30102 sensors [51]. Machine learning-based water quality systems are incredible with prediction capability
wherein AdaBoost regressor models achieve a minimum of 14.37 counts/100 mL mean absolute error (MAE) in prediction of E.
coli, and LSTM neural network models achieve 0.00074 Mean Squared Error (MSE) and 0.98 R-squared values in prediction of
nitrate concentration [52][53].

Table 3. IoT Sensor Performance & Challenges

Parameter Type Sensor Examples Accuracy Range Deployment Cost Maintenance Issues
Air Quality (PM2.5, SDS011, MQ-7, MQ-135 85-95% (calibr.) Low ($25-100) Drift component,
NO2, CO) environment exposure
Water Quality (pH) SENO0169, HI-98107, pH-4502C 98.2% coverage Medium ($50-200) Regular calibr., probe clean
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Water Quality (DO) SEN0237, MAX30102, 92.9% implement High ($100-500) Membrane replace, drift
OxyGuard corr.
Temperature/Humidity =~ DS18820, DHT22, SHT30 95-99% Low ($5-50) Low maintenancem
environment protection
Particulate Matter PMS5003, SPS30 75-90% vs ref Medium ($30-150) Fan clean, calibr. drift

Despite significant technological advancements in Table 3, IoT environmental monitoring systems have enormous issues

of sensor accuracy, maintenance requirements, and deployment costs that impact system scalability and reliability [54]. Sensor
accuracy problems are most problematic in low-cost IoT rollout, where the 8.5% error rate of uncalibrated environmental sensors
versus 4.3% for well-calibrated systems, and the need to re-run calibration requirements on a regular schedule due to concept drift
and wear and tear in the environment, are non-viable operational costs that limit high-scale deployment [55]. Deep reinforcement
learning-based high-accuracy calibration models have solution possibilities of 96.17% accuracy for various sensor faults like bias,
drift, total failure, and accuracy loss, whereas low-cost CO sensor calibration methods with one-dimensional convolutional neural
networks have a significant amount of accuracy improvement [56]. Maintenance problems encompass weather exposure sensor
deterioration, power management of wireless sensor networks, and the logistics problem of servicing thousands of scattered se nsors
across city blocks, whereas economic problems include the initial deployment high cost, ongoing operational expenses, and
prolonged maintenance requirements impinging on system economic viability [57][58]. Global multi-unit calibration approaches
have the potential to achieve significantly lower costs in terms of universal calibration standards for sets of sensor units of a
particular type, and self-supervised learning-based approaches have the potential to decrease needs for labeled calibration data and
allow more liberal sensor calibration procedures [59][60].
The literature on IoT-based environmental monitoring consistently highlights improvements in data granularity, real-time pollution
tracking, and early warning capabilities. However, many studies emphasize technical feasibility over governance and data
integration challenges, resulting in fragmented monitoring systems. Scalability and sustainability emerge as dominant concerns,
especially for continuous long-term deployments. Future research should therefore move beyond pilot-scale implementations
toward standardized and interoperable architectures that support policy-oriented environmental management within smart city
ecosystems

3.3 Smart Parking Management

Multi-sensor-based parking detection is an innovative method of controlling parking in cities using diverse sensing
technologies for providing all-around and homogeneous sensing of cars in different environments and conditions [61][62]. Smart
parking systems based on modern IoT offer varied sensor modalities like ultrasonic sensors to sense distance, magnetic sensors to
detect metal cars, infrared sensors to sense motion, and computer vision systems using deep YOLO models for precise vehicle
detection. Multi-sensor fusion methods have been shown by studies to significantly enhance the detection rates, with ultrasonic
sensors achieving 97% slot occupancy, magnetic field sensing achieving 98.81% using PNI PlacePod sensors, and extremely
achieving 99.68% balanced accuracy with computer vision-based YOLO models that used hand-crafted datasets of over 3,400
images of parking [63]. Proactive deployment employs LoRaWAN data transport protocols of low-power, long-range for
communicating to support widespread deployment in big urban parking lots with ensured reliability of connectivity and real-time
status reporting. Such systems are reported to have high working advantages such as 40% parking search time reduction, real-time
notification with less than 1-second delay, and mobile app interaction without interruption, giving drivers real-time parking
availability information [64][65].

Table 4. Smart Parking Detection System

Sensor Type Detection Tech Accuracy Advantages Limitations
Ultrasonic Distance (HC-SR04) 97% slot Weather resist Limited Range
Magnetic Magnetic Field 98.81% Long battery Adjacent cars

Infrared Motion/Hear PIR 89% Low Power Weather affect
Computer Vision Image YOLO 99.68% High precision High computer
LoRa/loT Wireless Multi 95-99% Long range Network depend

In table 4, integration of machine learning algorithms with IoT parking data offers sophisticated demand forecast
capability with immense data monetization and revenue optimization value in smart city scenarios [66]. Better accuracy prediction
models incorporating Random Forest, Extra Tree, and LightGBM algorithms demonstrate better performance in parking
availability prediction where the LightGBM model achieves R? = 0.9742 and RMSE = 0.1580 for time series prediction and
Random Forest algorithms achieve higher efficiency when dealing with large data, long-term parking space availability prediction.
These forecasting abilities enable dynamic pricing strategies maximizing parking authority revenue and maximizing drivers'
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availability for stalls while game-theory-based solutions yield Nash equilibrium prices maximizing revenue to parking
management at minimal cost to drivers [67], [68], [69]. Data monetization includes opportunities beyond traditional parking fees
to premium insights for city infrastructure planning, traffic flows, cutting-edge EV charging, and business opportunities, with
parking usage data and duration insights generating streams of revenue for such businesses as car service, retail analytics, and city
mobility companies. Smart parking has data-driven business models with subscription schemes, micropayments, and data-sharing
modalities of public-private partnerships, and there is vehicle identification and plate reading in real time at up to 30 frames per
second enabling commercially scaleable applications at 98.0% accuracy and 99.6% precision by advanced edge computing
deployments [70][71][72].

Existing smart parking solutions predominantly focus on localized efficiency gains, such as reducing search time and traffic
congestion. While these systems demonstrate measurable operational benefits, they often rely on standalone platforms with limited
data sharing capabilities. The matrix synthesis in Figure 2 indicates moderate emphasis on interoperability and governance
challenges, suggesting that current implementations rarely integrate parking data into broader urban mobility strategies. This
highlights the need for scalable and interoperable parking systems that function as components of integrated urban transportation
frameworks.

3.4 Structural Health Monitoring

Smart bridges with IoT sensor networks is a revolutionary approach to infrastructure maintenance that includes integrated
multi-parametric sensing systems that enable continuous tracking of the most important structural parameters like vibration, strain,
deflection, temperature, and seismicity. Contemporary SHM installations with IoT are utilizing diverse sensor technologies like
QMEMS accelerometers with ultra-low self-noise density of 20 ng/\N'Hz for earthquake early warning, piezoelectric sensors with
precise bolt tension monitoring with battery life up to 5+ years and LoRa range extension of 3.8 km, and MEMS sensors for
indirect prediction of bridge deflection using edge Al capabilities [73] [74][75]. Wireless sensor networks with high-performance
exhibit excellent performance, and LoRa LPWAN-based systems are proved to be exemplary in terms of data rate, precision, and
affordability for bridge soundness monitoring on a continuous basis. Real-world demonstrations by actual systems, including
successful field trials for the Chijing bridge in Shanghai and the Yeonggwang Bridge test bed, validate the effectiveness of IoT-
supporting SHM systems in providing automated real-time notifications regarding structural damage along with economical and
scalable monitoring methodologies. These systems include high-end edge computing capabilities that enable local processing and
real-time alert generation, with dual-core STM32H7 microcontrollers enabling real-time earthquake early warning (EEW) systems
as well as automated threshold-based alarms via SMS, email, and mobile apps [76][77].

Table 5. IoT Sensors for Smart Bridge SHM

Sensor Type Measured Parameter Detection Capability Accuracy/Perf Applications

QMEMS Vibration, Seismic Activity, Real-time earthquake 20 ng/\/HZ self- Earthquake early waming

Acceleroment  Structural Response detection, structural vibration  pojse, high (EEW), SHM system

€s analysis sensitivity

Piezoelectric Guided waves, Bolt tension, Preceise pre-tension force Robust and scalable Bolted joint monitoring,

Sensors Crack detection tracking, crack identification tracking damage detection

Strain Gauges  Structural deformation, High-precision stress and load ~ High accuracy Load distribution analysis,
Load Monitoring, Stress measurement measurement structural integrity
analysis

MEMS Deflection, Inclination, Bridge deflection behavior Cost-effective, edge Indirect SHM, drive-by

Sensors Displlacement prediction Al capabilities monitoring

Wireless Dynamic response, Modal Low-power continuous 5+ years battery life, Contiuous health monitoring,

Vibration analysis, Structural changes  monitoring, modal 3.8km range remote sensing

Sensors identification

In Table 5, the integration of reinforcement learning algorithms and IoT sensor data enables high-end optimization of
early damage detection functionality, outperforming the traditional shortcomings of manual inspection methods using smart,
adaptive monitoring solutions. Reinforcement learning-based structural health monitoring uses Markov decision processes for the
optimal planning of inspection intervals and maintenance, with feedforward artificial neural networks adapted for adaptive control
of time-unknown and changing-over-time structural systems serving as effective damage detection for impulse and white noise
external excitation conditions [78], [79]. High-end deep reinforcement learning (DRL) environments that incorporate Partially
Observable Markov Decision Processes (POMDP) achieve remarkable performance improvements, for example, autonomous
robotic inspection systems with 57% better crack detection rates than conventional raster scanning methods and reducing the entire
inspection time by 50%. Machine learning enhanced damage detection systems incorporating support vector machines (SVM), k-
nearest neighbor (KNN) algorithms, and ensemble learning methods record maximum accuracy levels, with auto-damage detection
systems achieving an accuracy level of 97.59% in structural damage categorization and Gene Expression Programming (GEP)
models that predict damaged surface areas and load-carrying capacity with accuracy levels of 99% and 97% respectively. The
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novelty-detection paradigm facilitated by reinforcement learning algorithms produces reliable indicators of damage by comparing
expected and received system performance, allowing for the early application of intervention strategies that are highly cost-
efficient in contrast to conventional maintenance while avoiding catastrophic failure of the structure through proactive monitoring
and smart decision-making capabilities [80][81].

IoT-based structural health monitoring has been widely adopted for critical infrastructure assessment due to its high
accuracy and predictive maintenance capabilities. Nevertheless, the literature reveals a strong dependence on high-cost sensing
technologies and specialized expertise, raising concerns regarding scalability and economic feasibility. Cybersecurity and data
governance challenges are particularly pronounced in SHM applications, given the sensitivity of infrastructure data. These findings
suggest that future SHM research should prioritize cost-efficient sensing, secure data architectures, and integration with city-level
asset management systems.

3.5 Smart City Integration

IoT platform interoperability is a central challenge and enabler for successful smart city implementations, requiring
sophisticated integration solutions addressing heterogeneity at device, protocol, and data format levels among different stak eholder
realms. Present-day smart cities are complex distributed systems consisting of multiple stakeholders that make use of different
sensor platforms, communication protocols, and data storage mechanisms posing huge interoperability challenges without
integration plans [82][83]. Advanced interoperability solutions utilize standard interfaces such as the OGC Sensor Observation
Service and the OGC SensorThings API, enabling end-to-end data transfer between disparate IoT platforms through lightweight
web services encoding observations "on-the-fly" conforming to international standards. The semantic web technologies play an
important role in achieving the cross-domain interoperability, with ontology-based frameworks capable of enabling efficient
information exchange among heterogeneous IoT platforms while addressing the problem of incomplete data formats, alternative
semantic approaches, and varied data structures [84][85]. Existing distributed architectures employ multi-layered models
comprising Data Monitoring Layer (DML), Data Storage Layer (DSL), Data Enhancement Layer (DEnL), and Data Exchange
Layer (DEL) which show astounding performance gains like up to 41.23% boost in throughput and 29.19% decrease in latency
compared to centralized designs, apart from offering mass deployment support with hundreds of sensor nodes and providing cross-
platform compatibility [86].

Table 6. Smart City IoT Platform Interoperability Case Studies

City/Location IoT Application Platform Integration Performance Metrics Key Benefits
Domain Technology
Barcelona & Smart Parking Semantic interoperability Multi-platform data exchange Reduce vendor lock-in and
Santander, Spain via Global IoT Services unified mobility services
Métropole de Heat Wave Open IoT ecosystem with Enhanced interoperability Imporved emergency
Lyon, France Mitigation Horizon 2020 between components response and reduce
regulatory
IIIT Hyderabad, Multi-domain Distributed architecture 41.23% throughput Scalable cross-platform
India monitoring with 4 layers improvement 29.19% latency compatibility
reduction
Queen Elizabeth Environmental InterSensor Service with Unified data visualization Standardized cross-platform
Olympic Park, monitoring OGC APIs data integration
London
Pune, India Air Quality Bayesian optimization ML~ R? values 0f 0.9742 RMSE of Predictive analytics for
Monitoring models 0.1580 pollution contro

In Table 6, real-world implementations demonstrate the disruptive potential of interoperable IoT platforms through multiple case
studies in environmental monitoring, emergency response, and urban mobility applications. The Métropole de Lyon heat wave
prevention project is a best-practice implementation of IoT ecosystem deployment by using EU Horizon 2020 framework
technologies that significantly increase interoperability between system components and reduce regulatory barriers for
collaborative service co-creation practices. Barcelona and Santander's smart parking scheme illustrates semantic interoperability
through Global IoT Services (GIoTS) to enable data consumption continuity from five heterogeneous smart city loT deployments
to provide integral parking guidance and mobility suggestions while eliminating vendor lock-ins [87][88]. Environmental
monitoring application scenarios demonstrate excellent performance outcomes, with Pune's air quality monitoring networks
recording R? values of 0.9742 and RMSE of 0.1580 utilizing Bayesian optimization techniques to tune hyperparameters for
ensemble regression model hyperparameter tuning. Advanced integration techniques combining Complex Event Processing (CEP)
with SPARQL queries enable real-time decision-making by stakeholders, rule-based pattern matching over air quality data streams
received from sources in Central Pollution Control Board and processed with Apache Kafka to enable better urban environmental
management. The MARGOT distributed edge computing system exhibits effective IoT resource discovery in smart cities with
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lower discovery latency and bandwidth consumption and enabling domain-aware and secure access to IoT resources in regular
usage and emergency response situations [89][90].

Studies on smart city platforms emphasize the potential of centralized data integration and real -time urban management
through IoT technologies. Despite these advantages, the reviewed literature indicates persistent challenges related to
interoperability, governance, and institutional coordination. Many platforms remain technologically advanced yet operationally
fragmented due to regulatory and organizational barriers. This underscores the importance of holistic platform design that aligns
technological capabilities with governance structures and policy objectives.

3.6 Conceptual Framework of IoT-Based Urban Infrastructure

On the basis of a synthesis of an existing body of literature, this research work aims to conceptual and contextualize the
role of Internet of Things (IoT) technology in the development of urban infrastructure. The proposed conceptual framework takes
into consideration four intersecting layers, which, in sum, address the complexity of IoT deployment for a smart city infrastructure.
The first layer conceptualizes the infrastructure domain of the IoT, which is categorized into transportation infrastructure,
environmental intelligence, parking management, structural health management, and a comprehensive intelligent city platform.
The infrastructure domains address the fundamental application domain of IoT, which has significant usage for the aforementioned
infrastructure applications and is identified by an analysis of the relevant existing bodies of literature. The second layer
conceptualizes the architecture of IoT, which is identified by sensing & actuation, communication, edge & cloud computing
infrastructure, and application services. The architecture identifies the fundamental usage of loT, which addresses heterogeneous
devices and processes, real-time sensing, and decision support systems for different applications of urban infrastructure. The third
layer is conceptual and identifies challenges for IoT deployment for all infrastructure applications. The layer addresses a host of
challenges, which include risks of security and privacy, limitations of interoperations, scalability and cost, and governance and
human readiness, which are identified by analysis of fundamental applications of [oT and address impediments of IoT deployment
for a comprehensive infrastructure, which is fundamental for a sustainable and reliable infrastructure for a smart city. The fourth
layer conceptualizes the benefits of IoT deployment, such as efficiency of infrastructure, infrastructure robustness, and sustainable
infrastructure, which addresses fundamental urban applications, including support for evidence-based decision support of urban
infrastructure and urban policy.

To clarify the conceptual structure and analytical synthesis of the reviewed literature, this study presents two
complementary visualizations. Figure 1 illustrates the overarching conceptual framework of IoT-based urban infrastructure, while
Table 7 provides a matrix-based synthesis mapping key challenges across major urban infrastructure domains.

Data Privacy

= ;
Security
B—

Edge and Cloud

Sensing Layer Network Layer Layer

. J’
Scalability

—
Cost -]
f
Interoperability

Management

Figure 1. Conceptual framework of IoT-based urban infrastructure integrating application domains, architectural layers, cross-
cutting challenges, and expected impacts.

Table 7. Matrix-based synthesis of IoT applications and cross-cutting challenges across urban infrastructure domains

Urban Domain | / Security Interoperability Scalability Governance Sustainability
Challenge —
Transportation vV VvV vV v v v
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Environmental Monitoring v vV Vv v v v vvyv
Smart Parking v v v v v v
Structural Health Monitoring NV v vV vV v v
Smart City Platforms VvV VvV VvV Vv v vv

v =low empbhasis
vV = moderate
vV = high emphasis

4. CHALLENGES AND FUTURE DIRECTIONS

4.1 High-Priority Challenges

Cyber security and data privacy are recognized to be the major issue related to the use of IoT in urban infrastructure, since
there is a considerable amount of sensitive information generated through IoT-enabled systems. As expanded in the matrix
synthesis analysis in Table 7, smart city platforms, transportation systems, and structural health monitoring systems have been
found to be highly vulnerable to threats. The vulnerability of IoT systems to security risks has been caused by insecure
communication systems and inadequate access control, which create spaces for possible security breaches and failures, thereby
affecting public security and trust. The issue of interoperability has also been identified to be a big challenge in all dimensions
related to urban infrastructure, since it has been identified that IoT systems are made and created through different hardware,
software, and communication platforms. As identified in Table 7, there seems to be no space for interoperability in transport ation
systems and integrated smart city platforms, which demand highly inter-domain data interaction. Non-interoperability has resulted
in difficulties in integrating systems, and hence there are concerns regarding scalability and sustainability in IoT systems. Most
IoT applications have been identified to demonstrate promising results in pilots and small-scale implementations. Still, it has been
identified to be a big challenge to develop IoT-based applications at the city scale. As identified in Table 7, the factor involving
scalability and cost has been identified to be important in environmental and smart city platforms.

4.2 High-Priority Challenges

Proper data management is necessary to promote good data gathering, transfer, and usage in the IoT-based infrastructure
for smart cities. The regulatory systems, however, remain outdated to some extent, causing uncertainty about data rights, data
protection, and data transfer among government entities. Such challenges related to data management, as shown in Table 7, may
create inefficiencies at the institutional level and thereby hamper the potential use of integrated smart city systems. Aside from the
challenges mentioned above, human and institutional aspects greatly affect the success of IoT systems. Lack of technical
knowledge, capacity, and unwillingness to adapt to the new infrastructure may hamper the use and effective implementation of
the IoT systems. The challenge, although moderate according to Table 7, becomes more significant at the stage where the IoT
projects transition to sustainable IoT infrastructure in a smart city.

Overall, the prioritization of challenges highlights that technical issues alone do not determine the success of IoT-based
urban infrastructure. Instead, the interplay between cybersecurity, interoperability, economic feasibility, governance, and
institutional capacity shapes the long-term viability of smart city initiatives. Addressing high-priority challenges while
strengthening medium-priority enablers is therefore essential to achieve scalable, secure, and sustainable urban infrastructure
systems.

5. FUTURE RESEARCH DIRECTIONS

5.1 Short- to Medium-Term Research Directions

The focus of future work should be on finding solutions to important technical issues that currently impede IoT-based
urban infrastructure applications. Among these important research topics is IoT security and privacy, particularly targeting
applications that require a high level of security, such as transportation, structural health monitoring, and comprehensive smart
city systems. The research should target the design of efficient encryption algorithms, authentication methods, and real-time
intrusion detection, particularly because IoT applications operate under resource-restricted environments. The other important area
that warrants research is interoperability and standardization. In view of the different devices, platforms, and applications used,
research should target standardized data representations, open communication protocols, and middleware tools that should make
it possible to facilitate seamless exchanges between different domains of urban infrastructure systems. This is important,
particularly to enable cross-sectorial applications, as highlighted in a conceptual framework (see Figure 1) and a matrix synthesis
(see Table 7). The second area that warrants urgent research is the use of efficient scaling strategies. Low-power sensing, energy-
efficient communication, and edge processing of IoT data should be pursued to realize low running costs without sacrificing
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performance. Cases that test large-scale [oT systems implementations in different environments should inform research on viable
IoT scaling strategies.

5.2 Long-Term Strategic Research Directions

In addition to the current technological issues, a more holistic, interdisciplinary approach is recommended in future
research. A possible trend in this context is the combination of artificial intelligence, edge intelligence, and IoT-based urban
infrastructure to enable predictive analysis, autonomous decision-making, and adaptive behavior. Future research studies should
analyze the role of IoT technologies using artificial intelligence in increasing the resilience of cities. The third possible research
trend is the IoT research perspective in governance. As IoT technology develops in urban infrastructure, an increasing need is
emerging to develop an appropriate technological framework to reconcile technological innovation in IoT with governance, ethic,
and societal values. Future studies in this topic may help in analyzing the effects of IoT adoption on socio-economic aspects in
urban communities. The final possible research trend is an IoT technical performance analysis technique in an economic, societal,
and environmental perspective. A multidimensional analysis technique is critical to examine the actual performance of IoT
technologies in urban infrastructure development to develop evidence-based urban policies.

6. THEORETICAL AND PRACTICAL IMPLICATIONS

6.1 Theoretical Implications

This review provides theoretical development in smart city and urban infrastructure studies through providing an
integrated perspective on the adoption of IoT across various infrastructure domains. By synthesizing IoT applications using a
uniform conceptual framework (Figure 1), this study provides advancement compared to literature that has often treated urban
infrastructure systems as isolated technological silos. The framework proposed herein emphasizes the interdependencies between
technological architectures, socio-technical challenges, and the sustainability of urban outcomes, supporting a more systemic
understanding of loT-enabled urban infrastructure. In addition, the review extends prior theoretical work by underscoring the role
of cross-cutting challenges-such as cybersecurity, interoperability, and governance-that are central rather than peripheral
implementation issues in determining IoT system effectiveness. Overall, matrix-based synthesis (Table 7) offers a structured
analytical frame that future researchers can leverage to classify, compare, and evaluate IoT studies across diverse urban contexts.
It therefore provides a transferable conceptual approach supporting theory development in IoT-driven smart city research.

6.2 Practical and Policy Implications

From a pragmatic standpoint, conceptual frameworks derived from this analysis provide real-world insights to urban
designers, infrastructure managers, and tech developers engaged in smart city projects. Prioritizing key challenges, namely
cybersecurity, compatibility, and scalability, implies that overall planning must be done in harmony with future needs for
sustainable functionality rather than focusing on short-term pilots and research. More importantly, policymakers must consider
this analysis in suggesting that overall governance models and regulation alignment are key to successful lIoT adoption within all
sectors of urban infrastructure. On another platform, this analysis offers insights to policymakers on informed data policies,
streamlined procurement procedures, and interagency collaboration to optimize IoT return on investment. Equally important, this
analysis advances a concept framework to be used in making decisions on IoT projects and structuring overall construction and
development endeavors in relation to overall impact on sustainable efficiency, sustainability, and overall resilience within urban
infrastructure. Lastly, in connecting with overall industry developers and professionals in this analysis, overall development must
meet all related criteria to satisfy overall expectations within public sectors.

7. CONCULUSSION

This review has investigated the use of Internet of Things (IoT) technologies for the development of urban infrastructure
by integrating research findings across several critical sectors, namely intelligent transportation networks, environmental sensing
networks, intelligent parking solutions, structural health sensor networks, and holistic smart city solutions. The evidence rev eals
that the use of IoT technologies can provide significant benefits to the efficiency, sustainability, and resilience of the infrastructure
of a smart city by utilizing the ability of these technologies for real-time data harvesting and intelligent decision mechanisms.
Apart from summarizing specific technological solutions, the present study offers an extensive review and critical integration of
technological architectures and the pervasive challenges associated across these disciplines. The present study offers a conc eptual
framework and matrix-based analysis strategy by integrating critical research across several disciplines and addresses the
prevailing body of knowledge by identifying the dependent variables associated among the development of the Internet of Things
and the governance mechanisms leading to sustainable development outcomes related to the infrastructure of a smart city. The
outcomes of the present study suggest that the challenges associated with cybersecurity threats, compatibility, and scalability
represent critical deterministic factors related to the long-term sustainability of the Internet of Things-based infrastructure

Acceleration, Quantum, Information Technology and Algorithm Journal (AQILA)
ISSN: 3062-8555, Vol. 2, No. 2, December 2025: 71-84



81

development of a smart city. Furthermore, the future study suggests that the evidence and findings reported by the present study
have critical significance and relevance to the development needs of a smart city and the need for a concerted approach across
technological and governance strategies for ensuring the development of smart city solutions following the main priorities and
challenges and enabling research across several disciplines and areas by focusing across critically important perspectives related
to the needs of a smart city or sustainable infrastructure development solutions across these areas.
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